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Assignment 1:
Week 10-Discussion 
Question
Many people believe that the use of biometrics is an invasion of privacy. For example, an eye scanning device records the inner structure of a person's eye and stores that image in a database. Critics worry that databases of human traits used to maintain corporate security may pose a privacy threat to individuals if such data were used in other ways. In your view, are such concerns justified? Why or why not?
Answer 
Yes, individuals need to be concerned with how their information is particularly shared. Further, they should be concerned with the type of information that is essentially stored. The public has been increasingly worried about the issue of identity theft; leave alone the worry regarding the fact that other people could get access to such information. Indeed, it is has become apparent with the advancement in technology that has led to the development of artificial intelligence that has enabled the creation of robots, that the information available could be used to do endless things. However, I know it would appear fictional, but several movies have shown the ability to fake fingerprint scans or retinal scans for the issue not to be of primary concern.
	Indeed, the fear relating to what malicious people would do when the information is leaked out there is enormous. For example, the election of the United States often attracts incorporate the use of cellphones, computers, and fingerprint scanners. In case someone gets access to the biometrics or fingerprint and use it to access information, it would be disastrous to the particular candidate during the election process. Moreover, if a person would manage to hack into the database that contains the fingerprint of the President of the United States, it would be a global disaster.
Assignment 2
Writing Assignment-Wk 10
Question 
Select one of these biometric techniques and explain the benefits and the vulnerabilities associated with that method.
Answer
The biometric technique that I have chosen is fingerprint recognition. Fingerprint recognition works through the extraction of meaningful features that are referred to as minutia point that originates from the fingerprint. The scanner can pick various attributes such as change of the ridge direction, orientation, loops, arches, as well as whorls within the print.
 There are various benefits attributed to fingerprint recognition. The first benefit is the provision of security. Fingerprint recognition has an enormous improvement in identity cards and passwords. The fingerprints are not easy to fake and do not change much over some time, so the data usually remains current for a longer period as opposed to passwords and photos. The second benefit is its use of use. It is easier and simple to use by the users. A person does not have to struggle to remember the passwords or fear being locked out for forgetting the photo ID. Thirdly, the fingerprint recognitions are not transferable thereby ruling out any kind of sharing of the passwords. Fourthly, they also provide an increased level of recognition. The biometric recognition indicating that a person has been present during an incident cannot be easily refuted. Finally, the use of fingerprint recognition is cost-effective. From the context of technology management, it is considered a cost-effective approach to security.  
	Nonetheless, there are some of the vulnerabilities that have been reported when using fingerprint recognition. First are the system failures. The scanners are subject to limitations and technical failures. Secondly, fingerprint recognition systems are always considered cost-effective but in cases of smaller organizations, the cost could be a barrier to its implementation. Finally, fingerprint recognition also leads to the exclusion of some category of people such as those who have issues with 
Assignment 3
Week 10 Assignment
10.1 What are the three broad mechanisms that malware can use to propagate?
· Infection of the prevailing viruses that are subsequently spreading to the different other systems
· The exploitation of the various vulnerabilities of the software over a network or locally by the worms
· Social engineering attacks that are incorporate to convince the various users into ensuring bypassing of the various security apparatuses in response to the phishing attacks
 10.2 What are the four broad categories of payloads that malware may carry?
· Corruption of the various distinct data files or systems
· Stealing of the service aimed at making the particular system thereby becoming a zombie proxy of the particular attack 
· Stealing of the information from the particular system that includes passwords, logins, as well as a person's details through the use of spyware programs or keylogging
· Stealthing the place that hides the malware within the system particular from any attempt to getting blocked or be detected 
10.3 What are typical phases of the operation of a virus or worm?
· Dormant phase: at this phase, the virus appears idle
· Propagation phase: at this particular phase, the virus places its copies into the other programs 
· Triggering phase: The virus gets activated into performing the particular function it was intended. 
· Execution phase: the particular operation takes place such as damaging data files
10.4 What mechanisms can a virus use to conceal itself?
· Encrypted virus: this is a particular portion of the virus that is responsible for the creation of the random encryption key as well as an encryption of the remainder of the particular virus.
· Stealth virus: it is the particular form of virus that hides from all the anti-virus software
· Polymorphic virus: mutes with a specific form of infection making it impossible for the virus to be detected through signature
· Metamorphic virus: mutes with every particular form infection and subsequently changes their appearance as well as behavior. 
10.5 What is the difference between machine-executable and macro viruses?
Machine executable virus is known to refer to that which is specifically attached to the program that is executable while on the other hand, macro virus refers to that which infects the applications that are popularly used. 
10.6 What means can a worm use to access remote systems to propagate?
	The worms can log into the remote system as a normal user and subsequently uses a particular command to copy itself from one system into the other. 
10.7 What is a “drive-by-download” and how does it differ from a worm?
The drive-by download refers to the exploitation of the vulnerabilities within a browser to ensure that whenever a user is viewing HTM e-mail message or web page that is controlled by the attacker it has the code that can exploit the browser bug to download and subsequently install malware into the system without any particular knowledge or consent of the user. However, it is different from the worms since worms usually propagate. 
10.8 What is a “logic bomb”?
	Logic bomb refers to the group of computers that have suffered an infection through a bot malware without the knowledge of the user. It enables hackers to incorporate the use of computers to launch attacks.  
10.9 Differentiate among the following: a backdoor, a bot, a keylogger, spyware, and a rootkit? Can they all be present in the same malware?
	Backdoor refers to a piece of software that enables access to the computer system by bypassing the authentication procedures. A bot refers to a remotely controlled malware program that is usually installed on the computer without the consent of the owner. Keylogger refers to the type of surveillance software that is also considered as spyware with the ability to record every keystroke taken to log a particular file, normally encrypted. Spyware monitors the activity of the internet users and subsequently transmits the information captured to another party. Rootkit refers to the set of programs that are usually installed on a particular system to ensure that covert access to the system is maintained with the administrative privileges while at the same time hiding evidence of its existence. 
10.10 List some of the different levels in a system that a rootkit may use.
 Two levels exist, the kernel level and the user level. The user-level is the one utilized by individuals. It refers to the level where different kinds of software works and the only level that is seen by most of the users. Also, it is the level of interaction between the operating system and the applications. Kernel level refers to the point where the operating system interacts with the hardware that is plugged into the computer.
10.11 Describe some malware countermeasure elements.
	Malware countermeasure elements include preventing any particular malware from entering the system, blocking the ability of the malware to modify a particular system through policy awareness, and removing the traces of malware among others. 
10.12 List three places malware mitigation mechanisms may be located
The places include the infected system, where the host-based anti-virus system runs, and the point where there are behavior and execution of the programs that run the system.
10.13 Briefly describe the four generations of antivirus software.
[bookmark: _GoBack]The first generation is the simple scanners, the second generation is the heuristic scanners, the third generation is the activity trap, and the fourth generation is the full-featured protection.
10.14 How does behavior-blocking software work?
 The behavior-blocking software incorporates particular operating system of the specific host computers and subsequently ensures that there adequate monitoring of the program behavior within a specified time for any intended malicious actions. Moreover, the software removes any potential malicious actions before affecting the system. 
10.15 What is a distributed denial-of-service system?
	Distributed denial-of-service (DDoS) refers to a particular attack where numerous computer systems that are compromised usually attack a particular target that includes website, the server, as well as any other particular form of network resource causing significant denial of the specific service for the various users who are targeted by the resource.
Assignment 4
Week 10 Discussion - Hacking Tools
Hacking tools refer to computer scripts and programs that are used to help exploit and find weaknesses in web applications, computer systems, networks, and servers. Several tools are available within the market. Some of the hacking tools are open sources while others are commercial. Several hacking tools exist that include:
1. Netsparker: the netsparker refers to the use of web application security scanners which have the ability of finding the XSS, SQL injection as well as vulnerability within the web services and web applications.  
2. Acunetix: the acunetix refers to a fully automated hacking tool with the ability of mimicking the hacker into keeping one significant step ahead of the increasing malicious intruders.
3. SafeVPN: It refers to the indispensable tool within the ethical hacker’s arsenal.
4. Burp Suite: refers to the user platform that is incorporated in the performance of security testing of the particular web applications. The tools used work seamlessly in supporting the whole process of the testing process.  
5. Ettercap: the hacking tool helps support passive and active dissection that includes features for the host analysis and network.
6. Aircraft: This is a trusted hacking tool that helps in cracking of the vulnerable wireless connections.  The tool is powered by WPA 2 and WEP WPA encryption keys.


